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SYNOPSIS
Alarm systems are vital for the safety and reliability of process operations. Alarm systems are configured
to alert operators in case of unsafe or incorrect operational conditions, and warn operators of impending
failures. Well-designed alarm systems provide sufficient advance notifications to operators that will allow
them to take suitable remedial actions.
In practice, improperly configured alarm systems lead to several problems including detection delays, alarm
chattering, nuisance alarms, and alarm flooding. Often, a ‘safety-first’ perspective is utilized while
configuring alarms, leading to a generation of multiple nuisance alarms that require no action on the part of
the operator. An underlying fault in the system typically propagates across various parts and units, leading
to the generation of multiple alarms in a very short amount of time. The generation of potentially hundreds
of alarms can lead to operator overload, where the operator is unable to successfully respond to the large
number of alarms.
In this work, we present a dual methodology for the identification of nuisance alarms and for the correlation
of non-nuisance alarms based on historical alarm data. The methods are designed to operate in real-time:
newly available labelled data can be consumed immediately to update the machine learning models
employed, while ease of deployment over the cloud allows for scaling capabilities to process alarm data at
a very high frequency. Our results demonstrate the high accuracy of our method for identification of
nuisance and correlated alarms.
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