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SYNOPSIS
Cyber-security in power system networks has become a hot topic in recent years. Injection of malicious
data into the network data by cyber attackers may lead to a change in states of the system, causing potential
problems such as power outages on the grid. To detect malicious data, the proposed approach entails altering
the information about network topology that is transmitted through communication channels, by adding
virtual buses to the network topology as seen by an attacker who intercepts the data. The attacker is misled
by the existence of the virtual buses (referred to as "spy nodes") in the network and therefore is unable to
obtain the exact topology of the power grid. These spy nodes compute data along with the actual data in the
power network and are able to change the perceived network topology on which the attacker depends. The
proposed method is applied on both attacking scenarios (full and partial data attacks) by simulating the
IEEE 9-bus and 14-bus standard systems. This proposed method has mathematically been proven and shows
that attackers can never have perfect attack vectors when the topology they understand is different from the
correct topology. The proof was made from an attacker’s viewpoint and the control center’s viewpoint, and
shows how the 2-norm never gives the same value before and after an attack by using our proposed method.
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