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Semi-asynchronous Fault Diagnosis
of Discrete Event Systems
Alejandro White, Student Member, IEEE, Ali Karimoddini, Senior Member, IEEE

Abstract—This paper proposes a diagnostics tool for a DiscreteEvent System (DES) under uncertain activation conditions. This
diagnosis tool, the diagnoser (as it is called), detects, identifies,
and locates system faults in relation to a set of states of which
the system under diagnosis could possibly be located, upon the
diagnoser’s instance of activation. This diagnoser is designed to
diagnose system faults that occur prior to and/or after the diagnoser’s activation; thus removing the procedural constraint of
initializing the system and diagnoser synchronously. Illustrative
examples are provided to detail the proposed diagnosis procedure.

I. I NTRODUCTION
Highly complex autonomous systems are increasingly becoming dependent upon in daily societal activities and operations. This leads to an increase in liability [1]. The challenge
is that even with the best practices for developing and using
high quality components, faults may occur in a system unexpectedly, whose consequences might be very costly, and even
deadly. Therefore, today’s systems must comply with stringent
requirements for system safety and reliability. As systems
become more complex, diagnosing (detecting, identifying, and
locating) system faults becomes more complicated. Systematic
robust fault diagnosis techniques are essential for a timely and
accurate diagnosis of system faults. A collective study of fault
diagnosis methods can be found in [2], [3].
In this paper, a capable methodology for fault diagnosis
is carried out within discrete event system (DES) framework
[4], [5]. DES is an abstract, yet effective, framework to model
a system by sequences of evens (actions and observations)
which changes the system’s states (modes of operation). Our
decision to use a DES approach for fault diagnosis is supported
by the fact that in many cases a fault leads to abrupt changes
in the system, which can be best modelled by an event to be
diagnosed by observing the behavior of the system. There are
different techniques for DES fault diagnosis in the literature
[6], including event-based [7] and state-based [8], appearing
in different structures including decentralized [9], [10] and
modular/distributed [11], [12] architectures.
These DES fault diagnosis techniques are carried out by
a diagnosis tool which is called the diagnoser. Almost in
all of these methods, the diagnoser has to be simultaneously
initialized with the system under diagnosis. It also should
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synchronously execute the events in parallel with system
under diagnosis to keep its past history of exhibited normal and faulty behaviors. This synchronous process is quite
complicated for most industrial processes and it is preferred
to use the diagnosis tool only after a fault occurs in the
system. Also, the existing methods require the system under
diagnosis to be restarted to make the system and the diagnoser
synchronized from the initial state. This restart requirement
might be practically very costly and time consuming in many
industrial processes.
To address this problem, this paper proposes a semiasynchronous DES fault diagnoser, which does not require to
be synchronously initialized with the system under diagnosis.
When the proposed diagnoser be activated, instead of restarting the system under diagnosis, it only needs an estimation of
the active state of the system under diagnosis. For this purpose,
given an estimated system state, the developed diagnoser is
capable of diagnosing system faults that occur before and/or
after the diagnoser’s activation. A challenge to this capability,
is that knowledge of the system’s behavior pre-activation of
the diagnoser is inaccessible. Furthermore, in the conventional
setup, when a diagnoser is synchronously initialized with the
system, it is often assumed that the initial state of a system
is non-faulty. In the case of semi-asynchronous diagnosis,
this assumption is impractical. This paper addresses these
challenges by developing a systematic and analytical approach
to construct a semi-asynchronous diagnoser. Our design takes
advantage of the fact that many systems exhibit behaviors
where the system’s possible state locations can be deduced to
a set of states, or that a system can be derived to a situation
where its possible system state locations can be deduced to a
set.
The rest of the paper is organized as follows. Section II,
provides the necessary background and notations for DES
modeling of the original system, and formulates the semiasynchronous fault diagnosis problem. In Section III, an
algorithm for constructing the semi-asynchronous diagnoser
is presented, accompanied by an illustrative example, which
details the steps of the proposed algorithm. In Section IV, the
implementation of the proposed diagnoser and the way that it
detects system faults are discussed. Section V concludes the
paper.
II. P ROBLEM F ORMULATION
For the purpose of diagnosing system faults within the
Discrete Event Systems (DES) framework, the original system
is modelled as a non-deterministic DES which can be captured
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by the four-tuple, G = (X, Σ, δ, x0 ), where X, Σ, δ, and x0
represent the system’s state space, event set, state transition
relation, and the system’s initial state, respectively. X and Σ
are finite sets, and δ : X × Σ → 2X (2X is the power set of
the state space). The DES plant G encompasses the original
system’s normal and failed behavior.
˙ u , is composed of events
The system’s event set Σ = Σo ∪Σ
that are either observable (e ∈ Σo ), or unobservable (e ∈ Σu ).
A concatenation of one or more events is called a trace or
string. Σ∗ , the Kleene closure of Σ, is the set of all possible
finite strings s, composed of events e ∈ Σ including the zero
length string ε. The notation e ∈ s implies that event e is one
of the events forming string s ∈ Σ∗ .
As observable faulty events can be trivially diagnosed,
without loss of generality, we assume that faulty events in the
system are unobservable events. During the system operation,
different faulty event occurrences may produce the same
system behavior (e.g., stuck valve, incorrect sensor readout).
Therefore, similar to [7], faulty system events are partitioned
into a set Σf = {Σf1 , . . . , Σfm } ⊆ Σu , allowing one or more
faulty events to represent the same fault type Σfi .
Modelling faulty events as unobservable events, makes fault
diagnosis an arduous task of saying for certain whether a
particular unseen event has or has not occurred from the
observable behavior of the system. To model the observable
behavior of the system, we use the natural projection operator
P , which removes all unobservable events from any trace
s ∈ Σ∗ , while preserving the sequential order of all observable
events in trace s. The natural projection onto the observable
event set, P : Σ∗ → Σ∗o , can be defined as follows:
• P (ε) = ε,
• P (e) = e, if e ∈ Σo ,
• P (e) = ε, if e ∈
/ Σo ,
∗
• P (s.e) = P (s)P (e), for s ∈ Σ and e ∈ Σ.
A system’s language is a discrete representation of the system’s behaviors (normal and faulty) in the form of sequences
of events. The language of a plant G, LG (x0 ), is the collective
set of all system traces generated by G that originate at x0 . To
mathematically represent the language of the system, LG (x0 ),
the transition rule, δ, is first recursively extended to X × Σ∗
as follows:
• δ(x, ε) = x
∗
• δ(x, s.e) = δ(δ(x, s), e) f or any s ∈ Σ and e ∈ Σ
We now can define the language generated by G as LG (x0 ) :=
{s ∈ Σ∗ | δ(x0 , s) is def ined}. The set of all traces that can
be generated by automaton G from the state x ∈ X, can be
captured by LG (x). This is also true for the the set of all
traces that can be generated by automaton G from the states
in Xs ⊆ X, which can be captured by LG (Xs ). The set of
strings that can be generated from the set Xs is P ost(Xs ) =
LG (Xs ), and the set of strings that are leading to Xs is shown
by P re(Xs ) = {s ∈ LG (x0 ) | δ(x0 , s) ∈ Xs }. LG/s :=
{t ∈ Σ∗ | st ∈ LG (x0 )} is the set of all traces in LG (x0 )
that occur immediately following s ∈ LG (x0 ). The extension
closure of the language LG (x0 ), denoted by ext(LG (x0 )), is
the language ext(LG (x0 )) := {v ∈ Σ∗ | ∃u ∈ LG (x0 ) : uv ∈
LG (x0 )}. Unless specified otherwise, LG will denote LG (x0 ).

In some cases a system state may reach other system states
by a string of unobservable events. The unobservable reach
is used to capture these states as U R(x) = {y ∈ X |
∃u ∈ Σ∗u , δ(x, u) = y}, which include the set of all system
states (with the inclusion of x itself) reachable from state
x via strings solely consisting of unobservable events. Also,
U E(s, x) = {s.t | t ∈ Σ∗u and s.t ∈ LG (x)} specifies the
set of all unobservable extensions of s concatenated with the
string s and generated from the state x.
All system traces s ∈ LG are categorized as follows:
• “Fi -faulty”: if there exists an event f ∈ Σfi such that
f ∈ s,
• “non Fi -faulty”: if for all f ∈ Σfi , f ∈
/ s,
• “normal”: if for all i = 1, ..., m, f ∈
/ s.
Extending the natural projection operator to a language as
P (L1 ) = {P (s) | s ∈ L1 }, makes it possible to capture
the observable system behaviors. The inverse projection of a
string w ∈ Σ∗o into L1 ⊆ Σ∗ is PL−1
(w) = {s ∈ L1 | P (s) =
1
w}, and the inverse
projection
of
a
language L2 into L1 is
S
−1
PL−1
(L
)
=
P
(w).
2
L1
1
w∈L2

To ensure that detecting faults in a DES system G from its
observable behaviors is feasible, two assumptions are placed
on G. It is assumed that LG is live, i.e., ∀x ∈ X, ∃ σ ∈ Σ such
that δ(x, σ) is defined. This ensures that after the occurrence
of a fault, there is ample time provided to monitor the system’s
behavior, and diagnose the fault occurrence. In addition, it is
assumed that the length of unobservable strings in LG are
bounded by no , otherwise the plant G may become trapped in
a cycle of unobservable events, in turn making the diagnosis
impossible.
Fault diagnosis is the art of distinctively characterizing the
system’s behavior in order to detect, identify, and locate fault
occurrences solely based upon external observations of the
system. For the case of semi-asynchronous diagnosis, this
problem can be formally formulated as follows:
Problem 1: Given Xs (the initial estimation of states of a
DES plant G), for all s ∈ LG with δ(x0 , s) ∈ Xs and for
any its (sufficiently long) successive string t ∈ LG/s , where t
occurs after diagnoser activation, from the observation P (t),
determine if ∃f ∈ Σf such that f ∈ s.t. If yes, identify the
type of fault, Σfi , where f ∈ Σfi , and locate the system state
x ∈ X that has subsequently reached by s.t.

III. C ONSTRUCTING THE D IAGNOSER
To solve Problem 1, we propose a new technique to develop
a diagnoser represented by a deterministic finite-state DES
in the form of the four-tuple Gd = (Qd , Σd , δd , q0 ), where
Qd ⊆ 2X×L is the state space, Σd = Σo is the event set, δd is
the state transition rule, and q0 is the diagnoser’s initial state.
Diagnoser Gd uses the original system’s observed behavior
as input, and provides an estimate of the system’s state and
condition (faulty or non-faulty) as output. Each state of the
diagnoser qd ∈ Qd , provides diagnostic information in the
form of qd = {(x1 , `1 ), . . . , (xk , `k )}, where xj ∈ X and
`j ∈ L, j = 1, . . . , k. With this format, each ordered pair
(xj , `j ) ∈ qd consists of an estimation of the system state,
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Algorithm 1 Constructing a Semi-Asynchronous Diagnoser

Fig. 1: The DES plant G1
xj , adjoined by the corresponding estimated system condition,
`j . These ordered pairs help to detect, isolate, and identify
a fault’s occurrence. The set L = {N } ∪ 2F represents all
possible condition labels for each system state x ∈ X. The
set F = {F1 , F2 , . . . , Fm } represents all possible fault labels,
where the label Fi represents the label for the occurrence of
a fault(s) that belongs to fault type Σfi , i = 1, ..., m, and
label {N } represents a normal system operation. System fault
f ∈ Σfi has been diagnosed if for all (xj , `j ) ∈ qd , Fi ∈ `j .
System condition labels ` ∈ L are created and updated by
the Label Appending Function, ∇ : L × Σ∗ → L, where
`0 = ∇(`, t) :=

Initialization:
qs := {(x0 , N )};
Step 1: Constructing
q0
S
qs := qs {(x, `) | x ∈ δ(x0 , u), u ∈ Σ∗u , ` =
∇({N }, u)};
repeat
for (x, `) ∈ qs and e ∈ Σo do
if δ(x, e) is defined, ∃t ∈ U E(e, x) , and
(δ(x, t), ∇(`, t)) 6∈ qs then
qs = qs ∪ {(δ(x, t), ∇(`, t)) | t ∈ U E(e, x)};
end if
end for
until There is no new pair (x, l) in qs .
q0 = {(x, `) | (x, `) ∈ qs , x ∈ U R(Xs )}
Step 2: Constructing Qd
Qd := {q0 };
repeat
for q ∈ Qd and e ∈ Σo do
if δd (q, e) is defined and δd (q, e) 6∈ Qd then
Add δd (q, e) to Qd ;
end if
end for
until There is no new state δd (q, e) for all e ∈ Σo .

Remark 1: Although the developed semi-asynchronous diagnoser starts with an uncertain estimation of the system under
diagnosis, as it moves forward, the diagnoser narrows down
its estimate of the original system’s state and condition as it
acquires more information from its observations.
The following example, illustrates the implementation of the
algorithm.
Example 1: Consider the plant G1 , shown in Fig. 1, with
Σ = {α, β, δ, f }, Σo = {α, β, δ}, Σu = Σf = {f }. Also,
consider that upon activation of the diagnoser, the plant G1 is
(
∪{Fi ∈ F }, if (Fi ∈ `) or (∃f ∈ Σf i and f ∈ t)
in one of the states Xs = {2, 9}.
(1)
To ease the implementation of Algorithm 1, first, we incre{N }
otherwise
mentally construct a state reachability table (SRT) to record
Upon activation, the semi-asynchronous diagnoser begins all system diagnostic information. To illustrate the process we
with the assumption that the system under diagnosis is either will explain the construction of SRT for the plant G given in
1
in one of the states x ∈ Xs , or their unobservable reach states Example 1. First consider q = {(x , N )} = {(1, N )}. Then,
s
0
U R(Xs ). Therefore, the composition of the diagnoser’s initial we should find the states and their labels that are reachable
S
state is q0 =:
from x0 by unobservable strings, qs := qs {(x, `) | x ∈
∗
{(δ(x0 , s), ∇({N }, s)) | δ(x0 , s) ∈ U R(Xs ), s ∈ LG } (2) δ(x0 , u), u ∈ Σu , ` = ∇({N }, u)} = {(1, {N }), (5, {F })}.
These pairs will form the first column of the table. Then, to
Starting with this uncertain estimation, the diagnoser proceeds complete the rest of the table, for all (x, `) ∈ qs and e0 ∈ Σo ,
to use its observations of the system’s behavior to narrow we will
S find the states that are reachable by U E(eo , x), i.e.
down its estimate of the system’s state and condition (faulty,
{(δ(x, t), ∇(`, t))}, as shown in the following table:
non-faulty). For this purpose, upon observing e ∈ Σo from t∈U E(eo ,x)
the original system, the diagnoser updates its estimation of
the system’s state and condition, using the diagnoser’s state
δ
α
β
qs
transition rule as follows:
[
1N 2N
δd (q, e) =
{(δ(x, t), ∇(`, t))}
(3)
5F 9F
(x,`)∈q
t∈U E(e,x)

The following algorithm provides a step-by-step procedure for
constructing the semi-asynchronous diagnoser.

If a new pair (x, `) appears in the table which does not
exist in column qs , it has to be added to qs . Again, for
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this new member of qs , for each column e0 ∈ Σo , we
should
S find the states that are reachable by U E(eo , x), i.e.
{(δ(x, t), ∇(`, t))}. This has to be continued until
t∈U E(eo ,x)

no new state can be found. For Example. 1, the completed and
sorted table will be as follows:
qs

α

β

δ

1N

2N

-

2N

-

3N
4F
5F
6F
7N
8F
9F
10F

4F
9F
9F
4F
-

3N ,
7N ,
6F ,
10F
-

1N,5F
8F
8F

In the SRT, the first column entry of each row contains a
state x ∈ X and its corresponding possible diagnostic label
` ∈ L. All remaining column entries of each row independently corresponds to transitions due to eo ∈ Σo , and provides
diagnostic information for all reachable states. These column
entries contain (x0 , `0 ) ∈ {(δ(x, t), ∇(`, t)) | t ∈ U E(eo , x)}.
Now, from the first column of this SRT we can find the
state q0 as, q0 = {(x, `) | (x, `) ∈ qs , x ∈ U R(Xs )} =
{2N, 9F }. Next, following Step 2 in the algorithm and using
this SRT table, all remaining states of the diagnoser will be
constructed. For example, due to the event α, the state q0
will be transited to a new
S state q1 which can be found as
q1 = δ(q0 , α) =
{(δ(x, t), ∇(`, t))} = {(4, F )}.

state and assumes G1 to be x ∈ Xs = {2, 9}. Let’s assume
the actual state of system G1 is x = 2, and that the following
β
f
δ
α
α
feasible trace occurs, 2 −
→3−
→6−
→8−
→9−
→ 4, producing
β
δ
the corresponding diagnoser state transitions q0 −
→ q1 −
→
α
α
q2 −
→ q0 −
→ q3 . Diagnoser state q3 is F -certain. Therefore
it can be determinatively concluded that a system fault type F
has occurred. For all feasible system traces that may originate
from any x ∈ X = {2, 9}, if a fault type Σf occurs, diagnoser
Gd1 will reach an F -certain state within a finite number of
observed system events. However, this may not be true for all
systems. See the following example.
Example 2: Consider the automaton G2 in Fig. 3 with
Σ = {α, β, δ, f1 , f2 }, Σo = {α, β, δ}, Σu = {f1 , f2 }, Σf =
{f1 , f2 }, Σf 1 = {f1 }, and Σf 2 = {f2 }. The initial set of
estimated states is Xs = {2, 12, 21}. The semi-asynchronous
diagnoser for this automaton is shown in Fig. 4. Using this
diagnoser as reference, it can be verified that diagnoser Gd2
does not detect all faults in G2 . For example, consider that
the system G2 is in state 2 when the diagnoser is activated.
The failure f2 occurs through the following sequence in the
β
f2
β
α
α
δ
α
original plant: 2 −
→ 3 −
→ 4 −→ 30 −
→ 31 −
→ 29 −
→ 24 −
→
β
δ
α
25 −
→ 29 −
→ 24 −
→ 25 · · · , cycling the states 24,25, and
β
α
29 infinitely. This corresponds to the sequence q0 −
→ q1 −
→
β
β
α
δ
α
α
δ
q2 −
→ q3 −
→ q4 −
→ q2 −
→ q3 −
→ q4 −
→ q2 −
→ q3 · · · , which
never reaches an F2 -certain state.
These examples motivates us to formally define a new
concept of Semi-asynchronous diagnosablity as follows:
Definition 1: (Fi -Semi-Asynchronous Diagnosability) The
plant G with the live language, LG , is said to be Fi -semiasynchronously diagnosable with respect to the failure type
Σfi , the natural projection P , and the initial set of estimated
states, Xs , if and only if
•

(x,`)∈q0
t∈U E(α,x)

Continuing this process for G1 , the completed diagnoser is
shown in Fig. 2.
IV. D IAGNOSING THE FAULTS
Using the procedure proposed in the previous section, it
is possible to construct a semi-asynchronous diagnoser for
any DES G with a given set Xs . Running the diagnoser,
we can obtain useful diagnostic information about the system
including the possible current states, and the possibly occurred
faults in the original system. In particular, if the diagnoser is
at an Fi -certain state, this implies that the fault type Fi has
determinatively occurred. If the diagnoser is at a non Fi -faulty
state, then for sure a no fault of type Fi has occurred, and if
the diagnoser is at a normal state, then we can conclude that no
fault has occurred in the system. An important question is that
will the constructed diagnoser, semi-asynchronously diagnose
all possible occurrences of f ∈ Σf in G. For example, in
system G1 discussed in Example 1, it can be verified that
all faults can be detected after a finite number of transitions.
When diagnoser Gd1 is activated, it is uncertain of the system

for all s2 ∈ P ost(Xs ) and f ∈ ΣF i with f ∈ s2 ,
there exists an upper-bound ni ∈ N such that for any
s1 , s3 with s1 .s2 ∈ LG , s3 ∈ LG/s1 .s2 , ks3 k ≥ ni , the
following condition holds:
{∀u, v ∈ Σ∗ with u.v ∈ LG , u ∈ P re(Xs ) and
−1
v ∈ Pext(L
(P (s2 .s3 ))} ⇒ f ∈ uv
G)

•

(4)

for all s1 ∈ P re(Xs ) and f ∈ ΣF i with f ∈ s1 , there
exists an upper-bound ni ∈ N such that for any s2 ∈
LG/s1 with ks2 k ≥ ni , the following condition holds:
{∀u, v ∈ Σ∗ with u.v ∈ LG , u ∈ P re(Xs ) and
−1
v ∈ Pext(L
(P (s2 ))} ⇒ f ∈ uv
G)

(5)

where the first case refers to the situations that failures occur
post-diagnoser activation, while the second case captures the
situations that failures occur pre-diagnoser activation.
Using this definition, we can formally verify that the system
G2 in Example 2, is not F2 -semi-asynchronously diagnosable.
Assume that the actual state of system G2 is at state 2 at
the time of diagnoser activation and the system G2 runs the
β
f2
β
α
α
δ
following sequence 2 −
→ 3 −
→ 4 −→ 30 −
→ 31 −
→ 29 −
→
β
α
δ
α
24 −
→ 25 −
→ 29 −
→ 24 −
→ 25 · · · , cycling the states 24, 25,
and 29 infinitely. Let s1 = α, s2 = αβf2 αδ, where f2 ∈
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Fig. 2: The constructed diagnoser for DES plant G1 with Xs = {2, 9}
s2 , s1 .s2 = ααβf2 αδ ∈ LG . Also consider s3 = (βαδ)∗ ∈
LG/s1 .s2 , which is an arbitrarily large string. Now, for another
α

α

β

α

δ

β

α

run in the system 1 −
→ 2 −
→ 3 −
→ 4 −
→ 5 −
→ 6 −
→ 4 −
→
β
δ
α
∗
5 −
→ 6 −
→ 4 −
→ 5 · · · , let u = α, v = αβ(αδβ) , where
−1
u.v ∈ LG , u ∈ P re(Xs ), v ∈ Pext(L
(P (s2 .s3 )). However,
G)
f∈
/ uv, which violates the semi-asynchronous diagnosability,
given in (4). Therefore system G2 is not semi-asynchronously
diagnosable with respect to the give Xs .
Remark 2: Whether or not Fi -semi-asynchronously diagnosable, we can always construct the diagnoser Gd for the plant
G. If the plant G is Fi -semi-asynchronously diagnosable, then
the constructed diagnoser can determine if a fault f ∈ Σfi has
occurred or not in a finite number of transitions. Therefore, it is
preferred to have the plant G Fi -semi-asynchronously diagnosable. However, if the plant G is not Fi -semi-asynchronously
diagnosable, still the diagnoser Gd can be constructed and can
provide its best estimation of the failures’ status in G, though
in some cases there might be an ambiguity in the occurrence
of failures of type Σfi , and the diagnoser cannot resolve the
ambiguity even after observing a large number of transitions
in G.
V. C ONCLUSION
In this paper, a systematic and analytical approach was developed to construct a diagnoser capable of diagnosing system
fault occurrences. A unique feature of this diagnoser is that
it may be activated asynchronously during system operation
with respect to a set of estimated system state locations. The
constructed diagnoser is able to diagnose fault occurrences in
the system without access to information on system operation
prior to the system reaching estimated states. Future study
directions of this work may include examining the scalability
of the proposed approach to extend the proposed framework
to a decentralized and distributed diagnosis architectures, as
well as developing systematic methods to verify the semiasynchronous diagnosability of a given system.
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Fig. 3: The DES plant G2 .

Fig. 4: The constructed diagnoser for DES plant G2 with Xs = {2, 12, 21}
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