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SYNOPSIS
Internet of Things (IoT) has the potential to provide scalable, rapidly deployable, cost effective, and ondemand enhancements of physical systems through the use of advanced computational processes being
run on infrastructure like a cloud. However, IoT systems are subject to numerous design challenges;
among them is that of security. Considering that IoT is essentially a cyber-physical system, it must
appropriately manage the interdependence between the cyber and physical components of a system. In
particular, recent advances in adversary technology pose Advanced Persistent Threats (APT) which may
stealthily and completely compromise a cyber-system such as the cloud. In this presentation, a novel
framework for a cloud-enabled IoT is introduced that specifies when an IoT device should trust the
commands from the cloud which may be compromised. This interaction can be considered as a game
between three players: a cloud defender, an attacker, and a device. Using the idea of the deception in the
network defense, the problem is formulated as a deception game between the players. Given that the
deception game is a game with incomplete information, the Perfect Bayesian Equilibrium of the game is
the appropriate solution concept for the games with incomplete information. The results contribute to the
growing understanding of the cloud-enabled Internet of Things.
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