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Unintentional Air Bag Deployment

Chevy recalls 2013 Malibu Eco
over unintended airbag
deployment fears

General Motors has announced the

automaker is recalling certain 2013
Chevrolet Malibu models for a
potential sensor failure. Under hard
braking, the vehicle's sensing and
diagnosticmodule mayresetitself, and
if that occurs just before an abrupt
turn, the vehicle could trick itself into
sensinga rollover. In that event, the
roof rail airbag could deploy outside
of a crashsituation. What's more, the
seatbelt pretensionerscould then fail
during a severecrash Needlesdo say,
it could be a dangeroussituation The
recall covers a total of 4,304 units
manufactured between October 24,
2011andMarch31, 2012
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Unintended AirBag Deploymentsead to
Recall of 144,000 Ford F50s

Ford is recalling about 144,000 F150 pickups
from the 20056 model yearsbecausethe R NA @S N
side air bag might deploy without the vehicle
being in a crash a Ford spokesman said
Wednesday The number represents a small
fraction of the total F150s that the National
HighwayTraffic SafetyAdministrationwasinitially
concernedabout

A defectinvestigationby the safetyagencywhich
began late in 2009 grew eventually to cover
about 1.3 million F150s from the 20046 model
years

Asaresultof that investigation the agencysaidit
received 238 reports of AGAYyl RSN
RS LJ 2 & of §hich 77 gesulted in injuries like
abrasions, cuts, a broken tooth and, for two
owners,lossof consciousness

Anair-bagwire in the i NHz8idetihgwheel might
havechafedagainstthe horn LJt I in&abediges,
which could expose a bare copper wire & I Y R
create the potential for a short circuit that would
illuminate the warningf I Y MIZ $herwoodsaid

Left unfixed, the wire could, under & dzy A |j dz
OA ND dzY & promptOtiieaRENR 268 9AY do
deploy.

Toyota Recalls RAV-
and Highlanders for gL
faulty airbag 3
sensors

Toyota announced a voluntary recall for
almost 308,000 sport utility vehicles (SUV),
more than three yearsafter the auto maker
learned that its curtain shield airbagscould
deploywithout acrash

Toyota has admitted to learning of the
problemin 2007 and determinedthe causeto
be a short circuitin two sensors Accordingto
Toyota, the sensor design was changed in
2008

Despite the change, Toyota continued to
receive reports of premature airbag
deployments Toyota did not consider the
problemrecallworthy becausefor the curtain
shield airbag to deploy without a crash, it

would require two short circuits to & 2 O O dz

nearly simultaneouslyafter the initial air bag
checke

According to Toyota, they continued to
monitor the situation In March, Toyota
change its position after a consumer was
injured in a premature curtain shield
deployment

In 2010, Toyotawasfined almost $49 million,
the maximum allowed, from allegations by
the National Highway Traffic Safety
Administration (NHTSAYhat the automaker
had not reported safety problemsin atimely
manner.


http://www.autoblog.com/photos/2013-chevrolet-malibu-eco-review/
http://www.autoblog.com/photos/2013-chevrolet-malibu-eco-review/

Hackers Remotely Kill a Jeep on the Highway
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Hackerss SYR O2YYIlI yRa (KNZ2
entertainment systento its dashboard
functions,steering, brakesand transmission,
all from alaptop:
A thevents in the Jeep Cherokstarted
blasting cold airat the maximum setting
A Next theradio switched to the local hip hop
station and began blaringkeelo at full
volume
A windshieldwipers turned on and wiper
fluid blurred the glass
A myaccelerator stopped working
A functions that at lower speeds fulijll the
enging abruptly engage the brakesor
disable them altogether
A theyOdzi (G KS We&inie 0 NI |
frantically pumping the pedal as thet@n
SUV slid uncontrollably into a ditch
«VA



Safety Standards: Background

A ¢KS 2NAIAYIE RSaAdyl
driven by safety

o o IMOLASSES MOLASSES TANK EXPI.OSION
INJllRES 50 AND I(II.LS I

A The first role of an engineer was to ensure
dangerous equipment (e.g., boilers, engine:
would not fail with catastrophic results

HetE @:@B @)@m %1anharh

‘OGDEN GV, UTAH, WEDNESDAY EVEE

FIVE HUNDRED PERISH IN FLAMES OR SWIFT RIVER (B -

EXCURSIONISTS MEET HOLOCAUST HORROR; -
DEATH IN FLAM REVELRY OF DEATH

Crowded Steamer Bursts Into Flames Near Herogs Lose Lives in Attempting to Save Children
Gate in the East River--Many Meet Death Be- --Burdened With Little Ones They Leap From
neath Falling Decks--Scores of Children Burning Steamer and Meet Death in Re- :
Sucked Beneath the Raging Whirlpools morseless Current--Eye Witnesses
After Fleeing From the Flames. " Give Dreadful Details.

A engineers followedechnical standards for
safe desigrof equipment

A Electronic controls in automobiles now perform safetyated functions
A Engineers must ensure electronic systemsidofail with catastrophic results

A 1SO 26262s thetechnical standard for safe design of such systems

= engineered safety 4 ’( vA



What is ISO 262627?

A ISO 26262sthe state of the artstandardfor functional
safetyof E/E systems for passenger vehicles

= engineered safety

I Strongly intertwined with product development

I Strong emphasis on functional safety management
:

|
|

Strong emphasis on the early phases of development

" Requires traceability throughout entire lifecycle
- Not a reliability standard

Afailures are allowed...
A..but prevention of asafe state
IS not




What is Automotive Functional Safety

[ I e Y [MTgfnisaAutomotive functional safety is the desire to ensure that

malfunctions of automotive electronics and software will not increasethe
riskof injury or a fatality abovenaturalrisks

(engine)

Unintended acceleratio

Unintended shift
(transmissioi
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Sudden Loss of Steering Ass
(Power Steering)

ist

Unintended Steering
Column Lock (BMS)

Unintended Steering
(Steerby-wire)

Battery overcharge/
overcurrent (BMS)
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The Need for ISO 26262

+SKAOf SQa 9k9 aeéaiusSvya I NB O

Platform Golf IV (1998) | Platform Golf V (2003) | Platform Golf VI (2010)

Central Gateway Central Gateway
17 ECUs 35 ECUs 49 ECUs
2 CANs 5 CANs, 3 LINs 5 CANs, 7 LINs
147 CAN-Messages 307 CAN-Messages 704 CAN-Messages
434 CAN signals 2669 CAN signals 6516 CAN signals

Source: Lisa WhaleRlaking Products and Systems Function&gfe 2012CTiConference on ISO 26262, Troy, Ml
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The Need for ISO 26262

Complex Vehicle Software Size (lines of code)

22 Raptor F35 Joint Strike Fighter Boeing 787 Dreamliner
1.7 Million 5.7 Million 6.5 Million

TUT

FROST ¢
Technische Universitat Minchen STUSESERIS VEARN

L ~100 Million (today) ~2006300 Million
2009 MB &lass ~70100 ECUs (predicted future)

20 Milliont (radio and navigation only)

K\/A = engineered safety 1 Source: RobeCharette This Car Runs on Cod¢EEE Spectrum, February 2009 g »’(VA



1. Vocabulary

Part 2. Safety Management
Requirements relatetb the organizationsuch as roles & responsibilities, safety culture
independenteviews, auditsand qualifications of personnel

Part 3: Safety Part 4: Product Development at the System Level Part 7: Production

Concept Specification of safety Integration and verification
requirements based on safety of safety functionality, FIOW’_thrOUQh of

A structured Hazard goals, and allocation to culminating in formal functional safety
Analysis and Risk HW/SW elements assessment concepts to the

Assessment (HARA . . manufacturing floor
leading to ASHated Part 5: Hardware Part 6: Software

safety goals Combinatiorof bestpractices and Combinatiorof bestpractices and Change control,
specific quantitative analysis to specificanalysigto assure functional @ dedicated measures

assure functional safety in Sy InEErEne desier supplier assessment

hardware design :
A concept for how to g ASIL Tables, referencing bpsactices audit, etc.

achieve safety in the FMEDA, FTA, arsimilar and meth;ﬂiscfa?rtoSV\gzsessurance, an
product design analyses are critical to Pat >

t F NIA ykdkmnY GhiKSN) ! aSFdzZ al

Norms, explanations, and reference concepts useful for implementing parts 2




1ISO 26262 Vocabulary

tolerable riskA Risk (1.99)whichis accepted in a

given context based on the current moral concept of
society.

unreasonable riskd Risk(1.99) judged to be

unacceptable in a certain context according to valid
societal moral concepts

= engineered safety 10 ,( UA



1ISO 26262 Vocabulary

safety A Theabsenceof unreasonable risk (1.136

EM
WHY AND WHO
YOU WILL WORK S

TODAY

functional safetyA Absence of unreasonable risk
due to hazards caused by malfunctioning behaviour
of E/Esystems.

= engineered safety 11 ’( VA



Legal Aspect

Product liability puts the burden of proof for
acting with due caren the manufacturer Therefore
manufacturersmust be able to provide evidencby

appropriate documentation that theynsured the
safetyof its product with due care.

ReferenceCTiW M lpunctional safety new questions arise; Andreas Reuter
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Legal Aspect
¢CNAIfa RSFEf gAGK gKI O @&
0 What can save you are:

U Well defined processesat were followed

U Gooddocumentation

“The dullest pencil is better
than the sharpest memory.”

- Mark Twain

ReferenceCTWmMp = | ®{ dg Ope®/Bw dnd RracticalzSoasiderations; Clay G
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Legal Aspect

How a standard can be used in U.S. Law

Productmeets the standard

-~ Standard applies but Wwas not met

If standard had been met, produét? dzf R 0SS G0 S
"hOKSNA R2 A0 GO0SUGUSNE 2NJa

ReferenceCTWmMp = | ®{ dg Ope®/Bw dnd RracticalzSoasiderations; Clay G
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1. Vocabulary

2. Management of functional safety

Overall safety management

Safety management during the concept phase an

26 the product development

production

{FFSGe YIyl3aSySyid I ¥

4. Product development at the system level

7. Production and operatio

Item definition

at the system level

Initiation of productdevelopment 4-11 Releasdor production

Initiation of the safety

lifecycle :
requirements

Specification of the technical safety

4-10 Functional safetpssessment

Production

4-9 Safety validation

Hazardanalysis and risk
assessment

System design

4-8 Item integration and testing

Functional safety concept 5. Product development at the
hardware level

Operation, service
(maintenance and repair),
and decommissioning

6. Product development at the
software level

hardware level

Initiation of product development at the

software level

Initiation of product development at the

requirements

Specification of hardware safety

Softwarearchitecturaldesign

Hardware design

metrics

Evaluation of the hardware architectural

Software unit design and Implementatior|

Software unittesting

Evaluation of the safety goal violations
due to random hardwaréailures

6-10 Softwareintegration and testing

6-11

Verification of software safety
Hardware integration and testing requirements

Interfaces within distributedievelopments

8. Supporting Processes 10

Documentation

Specification and Management of safety requirements

8-11

Confidence in the use of SW tools

Configuration Management

8-12

Quialification of SW Components

Change Management

8-13

Quialification of HW Components

Verification

814

Provenin use argument

9. ASltoriented and safetyoriented analyses

Requirements Decomposition with respaotASIL tailoring

9-7

Analysis of dependent failures

Criteria for coexistencef elements

9-8

Safetyanalyses

10. Guideline on ISO 26262




ISO 26262 Part 3 Clause 7:
Classification of Hazardous Events

Probability of Exposure

7.4.3.2- The probability of exposure of each operational situation shall be
estimated based on a defined rationale for each hazardous event.
The probability of exposure shall be assigned to one of the
probability classes, EO, E1, E2, E3 and E4, in accordance witl2.Table

Table 2 — Classes of probability of exposure regarding operational situations

Class
EO E1 E2 E3 E4
Description Incredible Very low probability | Low probability | Medium probability | High probability

= engineered safety 16 ,( ‘A



ISO 26262 Part 3 Clause 7:
Classification of Hazardous Events

Step 3¢ For each hazard occurrence, how severe
IS the damage

Severity
7.4.3.2- Theseverity of potential harm shall be estimated based on a

defined rationale for each hazardous event. The severity shall be
assigned to one of the severity classes SO, S1, S2 or S3.

Table 1 — Classes of severity

Class
SO S1 S2 S3

Light and moderate | Severe and life-threatening | Life-threatening injuries (survival

Description No injuries injuries injuries (survival probable) uncertain), fatal injuries
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ISO 26262 Part 3 Clause 7:
Classification of Hazardous Events

Step 4¢ For each hazard occurrence, to what degree
can the situation be controlled,
e.g. by the driver?

Controllability

7.4.3.2- The controllability of each hazardous event, by the driver or other persons
potentially at risk, shall be estimated based on a defined rationale for each hazardous
event. The controllability shall be assigned to one of the controllability classes CO, C1,
C2, and C3 in accordance with Table 3.
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