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Unintentional Air Bag Deployment

Ford is recalling about 144,000 F-150 pickups
from the 2005-6 modelyearsbecausethe ŘǊƛǾŜǊΩǎ
side air bag might deploy without the vehicle
being in a crash, a Ford spokesman said
Wednesday. The number represents a small
fraction of the total F-150s that the National
HighwayTrafficSafetyAdministrationwasinitially
concernedabout.
A defect investigationby the safetyagency,which
began late in 2009, grew eventually to cover
about 1.3 million F-150s from the 2004-6 model
years.
Asa result of that investigation,the agencysaidit
received 238 reports of άƛƴŀŘǾŜǊǘŜƴǘ
ŘŜǇƭƻȅƳŜƴǘΣέof which 77 resulted in injuries like
abrasions, cuts, a broken tooth and, for two
owners,lossof consciousness.
Anair-bagwire in theǘǊǳŎƪΩǎsteeringwheelmight
havechafedagainstthe hornǇƭŀǘŜΩǎmetal edges,
which could expose a bare copper wire άŀƴŘ
create the potential for a short circuit that would
illuminate the warningƭŀƳǇΣέMr. Sherwoodsaid.
Left unfixed, the wire could, under άǳƴƛǉǳŜ
ŎƛǊŎǳƳǎǘŀƴŎŜǎΣέprompt the ŘǊƛǾŜǊΩǎair bag to
deploy.

Unintended Air-Bag Deployments Lead to 
Recall of 144,000 Ford F-150s

General Motors has announced the
automaker is recalling certain 2013
Chevrolet Malibu models for a
potential sensor failure. Under hard
braking, the vehicle's sensing and
diagnosticmodulemayreset itself, and
if that occurs just before an abrupt
turn, the vehiclecould trick itself into
sensinga rollover. In that event, the
roof rail airbag could deploy outside
of a crashsituation. What's more, the
seatbelt pretensionerscould then fail
during a severecrash. Needlessto say,
it could be a dangeroussituation. The
recall covers a total of 4,304 units
manufactured between October 24,
2011andMarch31, 2012.

Chevy recalls 2013 Malibu Eco 
over unintended airbag 
deployment fears

Toyota announced a voluntary recall for
almost 308,000 sport utility vehicles (SUV),
more than three yearsafter the auto maker
learned that its curtain shield airbagscould
deploywithout a crash.
Toyota has admitted to learning of the
problemin 2007anddeterminedthe causeto
be a short circuit in two sensors. Accordingto
Toyota, the sensor design was changed in
2008.
Despite the change, Toyota continued to
receive reports of premature airbag
deployments. Toyota did not consider the
problemrecallworthy becausefor the curtain
shield airbag to deploy without a crash, it
would require two short circuits to άƻŎŎǳǊ
nearly simultaneouslyafter the initial air bag
check.έ
According to Toyota, they continued to
monitor the situation. In March, Toyota
change its position after a consumer was
injured in a premature curtain shield
deployment.
In 2010, Toyotawasfined almost$49million,
the maximum allowed, from allegations by
the National Highway Traffic Safety
Administration (NHTSA)that the automaker
had not reported safetyproblemsin a timely
manner.

Toyota Recalls RAV4 
and Highlanders for 
faulty airbag 
sensors

http://www.autoblog.com/photos/2013-chevrolet-malibu-eco-review/
http://www.autoblog.com/photos/2013-chevrolet-malibu-eco-review/
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Hackers Remotely Kill a Jeep on the Highway

Hackers ǎŜƴŘ ŎƻƳƳŀƴŘǎ ǘƘǊƻǳƎƘ ǘƘŜ WŜŜǇΩǎ 
entertainment system to its dashboard 
functions, steering, brakes, and transmission, 
all from a laptop:
Å the vents in the Jeep Cherokee started 

blasting cold air at the maximum setting
Å Next the radio switched to the local hip hop 

station and began blaring Skee-lo at full 
volume

Å windshield wipers turned on, and wiper 
fluid blurred the glass

Å my accelerator stopped working
Å functions that at lower speeds fully kill the 

engine, abruptly engage the brakes, or 
disable them altogether

Å they Ŏǳǘ ǘƘŜ WŜŜǇΩǎ ōǊŀƪŜǎ, leaving me 
frantically pumping the pedal as the 2-ton 
SUV slid uncontrollably into a ditch
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Safety  Standards: Background

Å ¢ƘŜ ƻǊƛƎƛƴŀƭ ŘŜǎƛƎƴŀǘƛƻƴ ƻŦ άŜƴƎƛƴŜŜǊέ ǿŀǎ 
driven by safety

Å The first role of an engineer was to ensure 
dangerous equipment (e.g., boilers, engines) 
would not fail with catastrophic results

Å engineers followed technical standards for 
safe designof equipment

ÅElectronic controls in automobiles now perform safety-related functions

ÅEngineers must ensure electronic systems do not fail with catastrophic results

Å ISO 26262 is the technical standard for safe design of such systems
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What is ISO 26262?

ÅISO 26262 is the state of the art standard for functional 
safety of E/E systems for passenger vehicles

ïStrongly intertwined with product development

ïStrong emphasis on functional safety management

ïStrong emphasis on the early phases of development

ïRequires traceability throughout entire lifecycle

ïNot a reliability standard  

Åfailures are allowed...
Å...but prevention of a safe state

is not 
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What is Automotive Functional Safety?

[ŀȅƳŀƴΩǎTerms: Automotive functional safety is the desire to ensure that
malfunctions of automotive electronicsand software will not increasethe
riskof injury or a fatality abovenaturalrisks.

Unintended acceleration 
(engine) 

Unintended shift 
(transmission) Battery overcharge/ 

overcurrent (BMS)

Unintended Steering 
(Steer-by-wire)

Unintended Steering 
Column Lock (BMS)

Sudden Loss of Steering Assist 
(Power Steering)
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The Need for ISO 26262

Source: Lisa Whalen, Making Products and Systems Functionally Safe, 2012 CTiConference on ISO 26262, Troy, MI

±ŜƘƛŎƭŜΩǎ 9κ9 ǎȅǎǘŜƳǎ ŀǊŜ ŎƻƳǇƭŜȄ ŀƴŘ ŀǊŜ ƎǊƻǿƛƴƎ ǊŀǇƛŘƭȅ
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The Need for ISO 26262

1 Source: Robert Charette, This Car Runs on Code, IEEE Spectrum, February 2009

F-22 Raptor
1.7 Million

F-35 Joint Strike Fighter
5.7 Million

Boeing 787 Dreamliner
6.5 Million

2009 MB S-Class
20 Million1 (radio and navigation only)

~100 Million (today)
~70-100 ECUs

~200-300 Million 
(predicted future)

Complex Vehicle Software Size (lines of code)
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Structure of ISO 26262Overview of ISO 26262
m

8-5 Interfaces within distributeddevelopments

8-6 Specification and Management of safety requirements

8-7 Configuration Management

8-8 Change Management

8-9 Verification

8-10 Documentation

8-11 Confidence in the use of SW tools

8-12 Qualification of SW Components

8-13 Qualification of HW Components

8-14 Provenin use argument

9-5 Requirements Decomposition with respectto ASIL tailoring

9-6 Criteria for coexistenceof elements

9-7 Analysis of dependent failures

9-8 Safetyanalyses

2-5 Overall safety management 2-6
Safety management during the concept phase and 
the product development

2-7
{ŀŦŜǘȅ ƳŀƴŀƎŜƳŜƴǘ ŀŦǘŜǊ ǘƘŜ ƛǘŜƳΩǎ ǊŜƭŜŀǎŜ ŦƻǊ 
production

2. Management of functional safety

1. Vocabulary

4. Product development at the system level 7. Production and operation3. Concept phase

5. Product development at the 
hardware level

6. Product development at the 
software level

8. Supporting Processes

9. ASIL-oriented and safety-oriented analyses

4-11 Releasefor production

4-10 Functional safetyassessment

4-9 Safety validation

4-8 Item integration and testing

4-5
Initiation of productdevelopment 
at the system level

4-6
Specification of the technical safety 
requirements

4-7 System design

5-5
Initiation of product development at the 
hardware level

5-6
Specification of hardware safety 
requirements

5-7 Hardware design

5-8
Evaluation of the hardware architectural 
metrics

5-9
Evaluation of the safety goal violations 
due to random hardwarefailures

5-10 Hardware integration and testing

6-5
Initiation of product development at the 
software level

6-7 Softwarearchitectural design

6-8 Software unit design and Implementation

6-9 Software unittesting

6-10 Softwareintegration and testing

6-11
Verification of software safety 
requirements

3-5 Item definition

3-6
Initiation of the safety 
lifecycle

3-7
Hazardanalysis and risk 
assessment

3-8 Functional safety concept

7-5 Production

7-6
Operation, service 
(maintenance and repair), 
and decommissioning

10. Guideline on ISO 26262

Part 2: Safety Management
Requirements related to the organization such as roles & responsibilities, safety culture,

independent reviews, audits, and qualifications of personnel

Part 3: Safety 
Concept

A structured Hazard 
Analysis and Risk 

Assessment (HARA), 
leading to ASIL-rated 

safety goals

A concept for how to 
achieve safety in the 

product design

Part 4: Product Development at the System Level

Specification of safety 
requirements based on safety 

goals, and allocation to 
HW/SW elements

Integration and verification 
of safety functionality, 
culminating in formal 

assessment

Part 7: Production

Flow-through of 
functional safety 
concepts to the 

manufacturing floor

Change control, 
dedicated measures, 

supplier assessment & 
audit, etc.

Part 5: Hardware

Combination of best-practices and 
specific quantitative analysis to 

assure functional safety in 
hardware design

FMEDA, FTA, and similar
analyses are critical to Part 5

Part 6: Software

Combination of best-practices and 
specific analysis to assure functional 

safety in software design

ASIL Tables, referencing best-practices 
and methods for SW assurance, are 

critical to part 6

tŀǊǘǎ уκфκмлΥ άhǘƘŜǊ ¦ǎŜŦǳƭ aŀǘŜǊƛŀƭǎέ

Norms, explanations, and reference concepts useful for implementing parts 2-7
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ISO 26262 Vocabulary

tolerable risk Ą Risk (1.99)  which is accepted in a 
given context based on the current moral concept of 
society.

10

unreasonable risk Ą Risk (1.99) judged to be 
unacceptable in a certain context according to valid 
societal moral concepts 
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ISO 26262 Vocabulary

safety Ą Theabsence of unreasonable risk (1.136).

functional safetyĄ Absence of unreasonable risk 
due to hazards caused by malfunctioning behaviour 
of E/E systems.
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Legal Aspect

Product liability puts the burden of proof for 
acting with due care on the manufacturer. Therefore 
manufacturers must be able to provide evidenceby 
appropriate documentation that they ensured the 

safetyof its product with due care.

Reference: CTiΨмр, Functional safety new questions arise; Andreas Reuter
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Legal Aspect

¢Ǌƛŀƭǎ ŘŜŀƭ ǿƛǘƘ ǿƘŀǘ ȅƻǳ ŘƛŘ мл ƻǊ мр ȅŜŀǊǎ ŀƎƻΧ

üWhat can save you are:

üWell defined processes that were followed

üGood documentation

Reference: CTiΨмрΣ ¦Φ{Φ [ŜƎŀƭ LǎǎǳŜǎ ςOverview and Practical Considerations; Clay Guise
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Legal Aspect

How a standard can be used in U.S. Law

ïProduct meets the standard

ïStandard applies but it was not met

ïIf standard had been met, product ǿƻǳƭŘ ōŜ άōŜǘǘŜǊέ

ïhǘƘŜǊǎ Řƻ ƛǘ άōŜǘǘŜǊέ ƻǊ άŘƛŦŦŜǊŜƴǘƭȅέ

Reference: CTiΨмрΣ ¦Φ{Φ [ŜƎŀƭ LǎǎǳŜǎ ςOverview and Practical Considerations; Clay Guise
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10. Guideline on ISO 26262 15
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Probability of Exposure

7.4.3.2- The probability of exposure of each operational situation shall be 
estimated based on a defined rationale for each hazardous event. 
The probability of exposure shall be assigned to one of the 
probability classes, E0, E1, E2, E3 and E4, in accordance with Table 2.

Step 2 ςFor each hazard, what is the probability
of the event?

ISO 26262 Part 3 Clause 7: 

Classification of Hazardous Events
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Severity

7.4.3.2- The severity of potential harm shall be estimated based on a 
defined rationale for each hazardous event. The severity shall be 
assigned to one of the severity classes S0, S1, S2 or S3. 

Step 3 ςFor each hazard occurrence, how severe
is the damage? 

ISO 26262 Part 3 Clause 7: 

Classification of Hazardous Events

17
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Controllability

7.4.3.2- The controllability of each hazardous event, by the driver or other persons 
potentially at risk, shall be estimated based on a defined rationale for each hazardous 
event.  The controllability shall be assigned to one of the controllability classes C0, C1, 
C2, and C3 in accordance with Table 3.

Step 4 ςFor each hazard occurrence, to what degree 
can the situation be controlled,                   
e.g. by the driver? 

ISO 26262 Part 3 Clause 7: 

Classification of Hazardous Events
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