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SYNOPSIS 

Critical infrastructures, such as smart grids, or autonomous robot formations, such as cooperative 

autonomous vehicles or UAVs, are examples of distributed systems which are expected to provide 

outstanding functionalities and positively influence our life and society. Unfortunately, threats to the safe 

operation of such distributed systems may come not only from external sources, such as changed or 

unfavorable environmental conditions or exogenous traffic and vehicles, but from internal sources as well. 

This last category includes faulty nodes, as the result of normal or accidental break down, or otherwise 

misbehaving ones, for instance due to malicious cyber-attacks directed at disrupting the service provided 

by the system. 

While distributed control has been a topic extensively addressed in the literature, distributed fault diagnosis 

and cyber-attack detection received less attention. In this talk we will present the basics of model-based 

distributed fault (and attack) detection and show recent results aimed at improving the performance of 

detection thresholds via a probabilistic approach, and how to tackle specific classes of cyber-attack via a 

novel sensor-watermarking technique. 
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